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Handbook of System Safety and Security

Cyber Risk and Risk Management, Cyber Security, Threat Analysis, Functional Safety,
Software Systems, and Cyber Physical Systems

Handbook of System Safety and Security: Cyber Risk and Risk Management, Cyber
Security, Adversary Modeling, Threat Analysis, Business of Safety, Functional Safety,
Software Systems, and Cyber Physical Systems presents an update on the world's
increasing adoption of computer-enabled products and the essential services they
provide to our daily lives. The tailoring of these products and services to our personal
preferences is expected and made possible by intelligence that is enabled by
communication between them. Ensuring that the systems of these connected products
operate safely, without creating hazards to us and those around us, is the focus of this
book, which presents the central topics of current research and practice in systems
safety and security as it relates to applications within transportation, energy, and the
medical sciences. Each chapter is authored by one of the leading contributors to the
current research and development on the topic. The perspective of this book is unique,
as it takes the two topics, systems safety and systems security, as inextricably
intertwined. Each is driven by concern about the hazards associated with a system’s
performance.
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