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Cyberspace, Data Analytics, and Policing

Cyberspace is changing the face of crime. For criminals it has become a place for rich
collaboration and learning, not just within one country; and a place where new kinds of
crimes can be carried out, and a vehicle for committing conventional crimes with
unprecedented range, scale, and speed. Law enforcement faces a challenge in keeping
up and dealing with this new environment. The news is not all bad – collecting and
analyzing data about criminals and their activities can provide new levels of insight into
what they are doing and how they are doing it. However, using data analytics requires a
change of process and new skills that (so far) many law enforcement organizations have
had difficulty leveraging. Cyberspace, Data Analytics, and Policing surveys the changes
that cyberspace has brought to criminality and to policing with enough technical content
to expose the issues and suggest ways in which law enforcement organizations can
adapt. Key Features: - Provides a non-technical but robust overview of how cyberspace
enables new kinds of crime and changes existing crimes. - Describes how criminals
exploit the ability to communicate globally to learn, form groups, and acquire cybertools. -
Describes how law enforcement can use the ability to collect data and apply analytics to
better protect society and to discover and prosecute criminals. - Provides examples from
open-source data of how hot spot and intelligence-led policing can benefit law
enforcement. - Describes how law enforcement can exploit the ability to communicate
globally to collaborate in dealing with trans-national crime.

Cyberspace, Data Analytics, and Policing surveys the changes that cyberspace has
brought to criminality and to policing with enough technical content to expose the issues
and suggest ways in which law enforcement organizations can adapt.
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