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WiFi signal-based user authentication

As a privacy-preserving and illumination-robust manner, WiFi signal-based user
authentication has become a new direction for ubiquitous user authentication to protect
user privacy and security. It gradually turns into an important option for addressing the
security concern of loT environment.

However, due to the limited sensing capability of WiFi signals and wide application
scenarios, WiFi signal-based user authentication suffers from practical issues of
diversified behaviors and complex scenarios.

Therefore, it is necessary to address the issues and build integrated systems for user
authentication using WiFi signals. In this book, the development and progress of WiFi
signal-based user authentication systems in extensive scenarios are presented, which
provides a new direction and solution for ubiquitous security and privacy protection. This
book gives strong motivation of leveraging WiFi signals to sense human activities for user
authentication, and presents the keyissues of WiFi-based user authentication in
diversified behaviors and complex scenarios. This book provides the approaches for
digging WiFi signals to sense human activities and extract features, realizing user
authentication under fine-grained finger gestures, undefined body gestures, and multi-
user scenarios. State-of-the-art researches and future directions involved with WiFi
signal-based user authentication are presented and discussed as well. This book will
benefit researchers and practitioners in the related field.
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